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Summary

Cybersecurity graduate with a strong focus on offensive security and penetration testing. Experienced in simulating cyber
attacks, conducting vulnerability assessments, and using red team tools like Kali Linux, Burp Suite, and Metasploit. Proven
ability to identify and exploit security weaknesses in controlled environments. Holding industry-recognized certifications such
as e]PT and CEH, and continuously developing skills in ethical hacking to stay ahead of emerging threats.

Education

Bachelor's, Cybersecurity, University of Jeddah 2020 - 2024
Experience

Cybersecurity Intern, Fortinet Jun 2024 - Sep 2024

o Conducted internal penetration testing and threat simulation exercises using Kali Linux

o Practiced offensive security techniques in a lab setup using tools like Nmap, Burp Suite, and
Metasploit

o Exploited system vulnerabilities in simulated environments and documented findings

o Gained exposure to blue vs red teaming workflows, assisting in coordinated red team
exercises

e Developed phishing scenarios to simulate social engineering attacks (aligned with Fortinet
awareness training)

Certificates

* Junior Penetration Tester - eJPTv2

Certified Ethical Hacker - CEH

¢ Certified Network Defender - CND
INE Certified Cloud Associate - ICCA

Skills

Offensive Security Network Scanning & Social Engineering & Phishing
Kali Linux, Metasploit, Burp Suite, Exploitation Simulation

Nmap, Hydra Wireshark, Netcat, Nikto

Vulnerability Assessment &

Web App Testing Red Team Operations Reporting
OWASP Top 10, SQLi, XSS, LFI/RFI

Languages

 Arabic  English
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