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I'm a computer science graduate with a strong focus on cybersecurity and penetration testing, having completed multiple courses in
O web application security. I'm eager to apply my skills in real-world environments and contribute to building secure, resilient systems

and networks. | enjoy working with experienced professionals to deepen my expertise and stay updated with the latest security

practices. Beyond tech, I'm a competitive Valorant player, a huge football fan, and | enjoy playing pool and ping pong in my free time.

@ EDUCATION

> Bachelor of Computers and Information Systems | Information Technology
Damanhour University | (Sep 2021 — Jun 2025)

> Digital Egypt Pioneers initiative - DEPI | Sprints
Vulnerability Analysis & Penetration Testing | (June 2024 — October 2024)

@ COURSES

» GPEN Preparation (Sec560) — DEPI » Network basics — Cyber Guy

» GWAPT Preparation (Sec542) — DEPI » Linux basics — Cyber Guy

» Web Application Pentesting Arabic — Ebrahim » Sql Crash Course — Cyber Guy
Hegazy » Basic Cryptography — Cyber Guy

» EJPTV1 — Netriders Academy » Computer Network Fundamentals —

» Technology Essentials - Hassan Saad Mahara Tech

@ PROJECTS

> Penetration Tester — DiagnoSys | A+| Graduation Project | (June 2025)
Conducted black-box penetration testing on DiagnoSys, a production intelligent medical health web application, to
identify security vulnerabilities prior to deployment. Discovered a critical privilege escalation flaw and several input
validation issues that exposed the system to XSS and SQL injection attacks. Utilized tools such as Burp Suite, Nmap, FFUF,
and dig for network scanning, DNS enumeration, and directory brute-forcing. Delivered a comprehensive report with
technical findings and actionable remediation recommendations to strengthen the application's security posture.

» Penetration Tester - E-commerce Web Project | A+ | College Project | (May 2024)
Conducted security testing for an air conditioning e-commerce site, discovering vulnerabilities such as ATO (no rate limit),
information disclosure, login response manipulation, and IDOR allowing order deletion.Utilized Burp Suite and manual
testing to exploit weaknesses, providing detailed reports and collaborating with developers on remediation.

@ TECHNICAL SKILLS

> C++ > PHP » Networks » Linux OS » Zap > Git/GitHub
» HTML5/CSS3 > Mysql » Cryptography »  Wireshark » Nmap > OWASP
» Javascript > Python basics > Burpsuite > Metasploit TOP 10
»  Windows OS
@ SOFT SKILLS
> Self-Learner > Problem Solver » Critical Thinker » Communication Skills

LANGUAGES

» English (Advanced) > Arabic (Native)
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