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Summary

Cyber Security Specialist with proven expertise in both Offensive Security and Defensive Operations. Holds
eJPT, eWPT and eMAPT certifications, backed by experience in Web/Mobile/Network Penetration Testing,
Vulnerability Assessment, and successful Bug Bounty contributions. Highly proficient in SOC functions including
SIEM Monitoring and in-depth Log Analysis. Eager to contribute immediately to either a Red Team or Blue
Team function, by integrating offensive and defensive insights to reinforce the organization’s security resilience.

Education

University of Prince Mugrin, 2019-2023
Bachelor's degree in cyber security, GPA: 3.6/4

Work Experience

IT Specialist f5 Feb 2025 — Present

Saudi Tech Company, Medinah, Saudi Arabia, full-time

e Ensure network security and data integrity through firewalls, antivirus, and encryption.
e Manage installation, configuration, and maintenance of computer systems and servers.
e Provide technical assistance to end users, resolving hardware, software, and network issues.

Professional Certificates & Achievements

- eJPT (Junior Penetration Tester) — Certificate
- eWPT (Web Application Penetration Tester) — Certificate
- eMAPT (Mobile Application Penetration Testing Professional) — Certificate
- SOC Level 1 Certificate (Tryhackme) — Certificate
- bug bounty: Identified and reported multiple security vulnerabilities
in web applications as part of bug bounty programs (hackerone + bugbounty.sa)

Technical Skills Tools

- Penetration Testing and Vulnerability Assessment (Web, Mobile, Network) - Burp Su'tle

- Application & Endpoint Security - Metasploit, Nessus
- SIEM & Log Analysis - Splunk, ELK

- Scripting & Automation - MobSF, Frida

- bug bounty hunter & CTF Player - Windows Internals

Soft Skills Languages

Arabic - Native

- Strong Analytical & Problem-Solving Skills English — Fluent

- Team Collaboration & Knowledge Sharing
- Adaptable to Fast-Paced Environment
- Active Learning


https://www.linkedin.com/in/saad-alkhalaf
https://saad-alkhalaf.github.io/
https://certs.ine.com/b42c3ad6-8492-44a8-9dcd-5d151ec83b15#acc.FglSoxAQ
https://certs.ine.com/534d54ff-b5cf-4966-a36e-d89e32883554#acc.BIlQ9kKb
https://certs.ine.com/f93082d1-3be2-4dcd-8458-ea0d3d4c93ea#acc.Sjlwvq7a
https://tryhackme.com/certificate/THM-H75VRYV122

